) 


•6 > i 




From: 

L 

1 


Sent: 

' Wednesday. December 28. 2i 

2Q5 2:40 PM 

To: 

1 


ml 

Subject: 

IPAV-I 


J 


b2 

b6 

blC 

b7E 


RECORD! 


b7A 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 


b2 

b6 

b7C 


— -Original Message — 


From: 

Sent: 

To: 

Cc: 




1 


Subject: RE: Lead 12/22/2605 

s^cretC 

RECORDI I 


b7A 


b6 

b7C 


b2 

b7E 


— Original Message — 

From: I I 

Sent: mursaav. uecemoer ^ zuua km 

To: , F 

Cc: T 1 

Subject: lib: Lead 12 /W/m 1 1 

SECftEtT 

RECORl| ~| 


b6 

b7C 


I 

to the cpc is the best place to start. 


■Remaps a secure cair 


b2 

b7E 


Please keed land I on the circulation of this issue 


]but don’t hold it up for either of us. 


be 

! b?c 


PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC b5 
APPROVAL 


Associate General Counsel - Unit Chief 


DECLASSIFIED BY 60322UC/LP/STP/gjg 
ON 10-24-2008 


1 



Science & Technology Law Unit 



b2 

b6 

b7C 


— -Original Message-— 

From: | 

Sent: Jlftuisdav. December 22 . 2DQS 3:22 PM 

To: I 

Cc: | 

Subject: RE: Lead 12/22/2005 

sgerreC 

RECORD! I 


bo 

b7C 


b7A 



It Is not clear to me thaf 


I see the use of 


CIPAVs in o peration s as much more of a Cyber issue than is their technical deployment and means of operations, 
and because ! l has a lot of experience with Banners, I would ask that you both coordinate on this. 


b2 

be 

b7C 

b7E 


Thanks. 


PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL 


Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 


b2 

b6 

b7C 


— Original Mess aqe - 

From: I 

Sent: 

Tori 


Thursday, December 22, 2005 2:29 PM 


be 

b7C 




ceacrrz/'zz/'zuos 

Happy Holidays all, 

Please find attached a lead for[ 
Than ks. 

| | « File: 1 2222005. wpd 


» 


]that has a deadline of 1/31/2006. 


DERIVED FROM: G-3 FBIClassffi? 


wqn- G oui it eTfntelfiaence Investigations 


2 




Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 


b2 

b6 

blC 



he 

hlC 



^ Per yo ur request attached below is the draft memo that was forwarded to NSLB for review. I haven't seen any edits yet- 


— Original Mess age — 

From: f 

Sent: , Monday. December 

To: I 

Subject: FW: Printout / disk 


Secret 

RECORD 268-H< 


b6 

b7C 


fyi 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 



DECLASSIFIED BY 60322UCyLP/STP/gj g 
OH 10-14-2008 





b2 

b6 

b7C 


— Original Messa ge — 

From: | 1 

Sent; Monday, December 19, 2005 5:04 PM 

To: 

Cc: 

Subject: FW: Printout / disk 


RECORD 268-HQ 


be 

b7C 


FYI. We think this is the best argument we can make on[ 
with the sequestered data required tomorrow. 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 


]and that this argument should be provided together b7E 


Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 

— • . b2 

b6 

b7C 


— Original Mess age — 

From: | I 

Sent: , Monday. December 19. ZSSS 2 : 2 * EH 

To: I 

Subject: FW: Printout / disk 

se fewir 

RECORD 268-HQ 


b6 

b7C 


b2 

b7E 

b6 

b7C 



This has been reviewed by SPTU for accuracy of the technical description function and use. I expect that it should be 
classified-but don't have the proper markings on it. 


—Original M 

From: 

Sent: 

To: 

Cc: 

Subject: 


1 


aae- — 


Thursday, December IS, 2005 9:30 AM 


i-w: Knntout / disk 


b6 

b7C 


SEGftgC 
RECORD 268-HQ 


b6 

b7C 


2 ’ 







I am RDO tomorrow so if vou can ge t to IJ or ! I we would all appreciate. Thanks | j 

SSA l 


b6 

b7C 

b2 


— Original 

From: 

Sent: 

To: 

Subject: 


Mescan* 


Thursday. December 15. 2QQ5 PlA 


:24 AM 


RE: Printout / disk 


RECORD 268-HQ 


be 

b7C 


10-4. We need to get this to l I VH by Monday , though, in order to be able to get the l I renewal by 


be 


Wednesday. If you have no response from I [today, we will have to move forward with what we have. b7c 


Can you send me the memo before you send it forward? We may need to make sure it is proper. 


— Original Mess age — 

From: 1 I 

Sent: Thnrsdav.^ecemher 1 4. ?nns a-TBAM 

To: 1 1 

Subject: RE: Printout / disk 


to 6 
b?C 


RECORD 268-HQ 


Negative, yesterda j" [ said 


she had more adjustments to make. 



-—-Original . 

From: 1 1 

Sent: ■ W a rin a gri a u D a r a mri ag. : ^ 7-T3 PM 

To: 

Subject: RE: Printout / disk 


b2 

b6 

.b7C 


b6 

b7C 


RECORD 268-HQ 

b6 

— n b7C 


Do you have a draft of this, meaning your action memo awaiting the legal mumbo jumbo? I can make 


3 






•b6 

b7C 


— Original 

From: 

Sent: 

To: 

Cc: 

Subject: 



RECORD 268-HI 


b6 

b7C 




I'll be up at LX-1 on Monday for the OTD open house. I’ve been asked by my unit 
chief to pass you the material at that time, so I'll look you up while I'm there 
Monday, or if you want you can* stop by our table and we can show you a couple of b6 
demos. • b7C 


I've learned that both you and[_ 
as a memo with these materials. 


j are writing up some information to pass 
ion't know if there are going to be two memos, or 


if you and | j were going to consolidate your memos, but I wanted to put you two in 


touch so this might be worked out. I have seen a draft of 
to cover the issues. 


I h 


emo and it seems 


Regards. 


^ Reqar 


DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97. Foreign Counter! 
DECLASSIFICATION EXEMPTION 1 ^ 
SECRET ^ 


e nee Investigations 


DERIVED FROM: G-3 FBI Classification GttftfeG-3. dated 1/97, Foreign Countertotelliaence Investigations 





From: 

Sent: 

To: 

Cc: 

Subject: 


£ 


uesday.-December 27. 2005 


DICLEMENTE. ANTHONY P. (OTP) (FBljf 


RE: Extraterritorial Use of CIPAV 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


] 



■.. be ■ 

bic 


It s hould be kept in mind thatl land others all jhave recently signaled their view 

that! 



Please keep! 


and I cced on this issue. 



PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 


b 6 

b7C 


b 5 


b 6 

b7C 


Associate General Counsel - Unit Chief 
Science & Technology Law Unit 

Engineering Research Facility b 2 

| • . - -.b 6 

- -• ,b 7 c •: 


-Original ttfissaae 
From: 1 

Sent: . twpmhw 9norL?-4Q pm ■ 

To: ‘ I IDICLEMENTE. ANTHONY P. (OTP) (FBI) I I b6 

, — CEBU — ■ • •; • - — •• • ■ — _ — —j- *. b?c 

Cc:. II I I 

Subject: RE: Extraterritorial Use of C3PAV . . ... " 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I'd like to add to[ 


]comments below. 



ALIi IUrORHATIOW CONTAINED ' . 

HEREIN IS" UNCLASSIFIED . ; 

DATE 10-23-2006 BY 60322UC7LP/ST'P7gjg ' 




Mg[ 


naLMessagg-.^- 


lOTD) (FBI) 


Ori 

From 
Sent: 

To: 

Cc: 

Subject: Extraterritorial Use of QPAV 


Tuesday, December 20. 2005 1:15 PM . 

~~ l (OTD) (F BI): DICLEMENTE . ANTHONY P. (OTD) (FBI) 
J(OGC) (FBI); I K OTO) : 


b2 

b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 














December 21, 2005 

i 1 b6 

Memorandum for] | b7c 

Counsel for Intelligence Policy 
Office of Intelligence Policy and Review 


Front: 1 | 

Deputy General Counsel 
National Security Law Branch 


Deputy General Counsel 
Investigative Law Branch 


Subject: 


(S) 


Introduction and Background 


be 

b7C 


bl 


.This, memorandum is submitted, in support of the FBLs position that, even rhotiph certain 


DATE: 10-24-2008 

CLASSIFIED BY 60322UC/LP/STP/gj g 
REASON: 1.4 (C) 

DECLASSIFY ON: 10-24-2033 


Page 1 of 7 


ALT INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 
























Message 


Page 1 of 5 


From: | I 

Sent: Tuesday, October 1 1 2005 1 1 :54 AM 

To: 

Cc: 

Subject: RE: | 

SECRE T 

RECORD Q1PR FISA 


b6 

b7C 


b2 

b6 

b7C 

b7E 


Thanks. I just had a phone conversation with I I went over the below, and he {because of his travel the b6 

jWfifikbhgys agreed to schedule time next week to discuss with| [me and another guy in CCIPS | | b7 c 

end move this forward, will keep you posted... 


Or iginal Message 

From :[ 


Seift; Tuesday. October 1L2QQ5 1 

To: 

Cc: 


Subject: 


:20 AM 


b2 

b6 

b7C 

b7E 


SECRET 

RECORD OIPR FISA 


I don’t see where anything in your e-mail 
external e-mail. 


«t 


b6 

]and | fr ises to the Secret level. I think it is fine for b7c 



bl 


(S) 


bl 


bl 

IS) 


— O riginal Message — 

From d I 

Sen t: Tyss fo y . Q ctQbsr 1 L2 Q Q5 8 ,;4 9 A M 



DATE: 10-24-2QQ8 

CLASSIFIED BY 60322UC/LP/STP/gjg 

REASON: 1.4 (C) 

DECLASSIFY ON: 10-24-2033 


b2 

b6 

b7C 

b7E 


9/6/2007 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 






Page 2 of 5 




Please review the below for classification, if possible. I would ideally like to be to send this to CCIPS b6 

via Internet email, today if possibie-because l I is leaving today (Tuesday 10/11) out-of- b7c 

country for a week+. Also if you have anything to add to the below, please do so. 




CCIPs cancelled for today: But here's a summary of where we are on this issue: 



9/6/2007 








Message 


Page 3 of 5 



I thought we ought to take the discuss up witf| |and if we convince him, then to[ 
for a final review. 


b6 

b7C 


□ 


Original Message 

From: L 

Sept: Tuesday. October Q4. 20Q5 9:57 p 

<fa| 

Subject: RE: } j 


I 


•b2 

b6 

b7C 

b7E 


SECRET 

RECORD OIPR FISA 

| gave Valerie a heads-up that this was happening last week. 1 j 

b7C 

I I fwith whom I worked on the des criptions ) was also going to 

speak with CCIPS and then we were going to raise t he matter w itfi 1 1 will give you a b6 
call this afternoon after we talk with CCIPS. thanks. I b7c 


O riginal Message 


From| 



Sent: Mondav. October 03. 2005 5:25 P 

M 


To: 

i 



Cc: 


l 

i 


Subject: FW: | f 


b2 

b6 

b7C 

b7E 


SECRET 

RECORD OIPR FISA 


Should we call a meeting with OIPR on this? How did your discussion go with Valerie 
Caproni last week on this topic? 


O riginal Message 

From ! I 

Sent: Monday, October 03, 2005 12:59 PM 


b2 

b7E 


be 

b7C . 


9/6/2007 5i8RfX 






Subject: FW 



Can you offer guidance on how to respond to this request? 

□ 



SECRET 

RECORD OIPR FISA 


9/6/2007 
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Message 


Page 1 of 10 


From: 

Sent: Wednesday, September 28, 2005 9:09 A 

To: 


Subject: RE: Steganography on 


\A 


b7A 


SECRET//QRCON.NOFORN 
RECORD! I i>2 


b6 

b7C 


Here is the written request... I believe I discussed it with you verbally, but here is the written EC for review. This 
was one of my first requests upon arrival.. 


ssa[ 

Cryptologic and tiectranic Analysis Unit 
Operational Technology Division 
Engineering Research Facility 


Ori ninal Mr«;<anp 

From: | 

Sent: Wednesday, September 28, 2005 8:58 AM 
To: I I 

Subject: FW: Steganography on f 1 


b2 

b6 

b7C 


b6 

b7C 


SECRETZ/ORCOJ^NOFORN 
RECORD ! I b2 


I don’t have anything in my files to indicate that I reviewed a request to examine this photograph. Did 
CEAU get a written request? 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 


b2 

b6 

b7C 


— OnainaLMessafle^.---. 
From: 


Se 

To 

Cc 




1 T |75» lit4 J « 


ZO O S 8:31 AM 


Subject: RE: Steganography orf 


b 6 
b7C 


b7A 


SECRET//ORCON.NOFORN 


9/6/2007 



DATE: 10-27-2008 

CLASSIFIED BY 60322UC/LP/STP./gj g 

PEAS OK: 1.4 (C) 

DECLASSIFY ON: 10-27-2033 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 







Page 2 of 10 


Message 




RECORPl 1 b 2 

I Major cases = major headaches. No cases = no headaches. You are certainly a major leag uer. b6 

My response is based on the assumption that you want to obtain access to a computer in 1 | to b7 c 

determine: , 


(S) 


ssa ! I 

Cryptologic & Electronic Analysis Unit 

Digitial Evidence Section, Operational Technology Division 

Quontic o. VA 


Ori ginal Message- 


From 

Sg nfr; Tnp<adav ^pntpmhpr 77 7005 in 


To 
Cc 

Subject: RE: Steganography ori[ 


25 AM 


rIcqrp( QRCQW N 3F ° RN b2 


b7A 


b2 

be 

blC 


b6 

b7C 


With lack of .results- -b j- | l think it logical to pursue other investigative steps. I can not think bl 

( £ ) of anything less intrusive at this po int. Getting an arrest warrant may even be considered more 
intrusive. Work it out with [ | 

SlSfcEj 


9/6/2007 





Page 3 of 10 



□ 




, „ , I still ha ve not heard back from I "1 1 called ALAT | 

^ I Nil have not identified our guy yet. 




b6 


<S) 


b7C 

bl 


(S) 



9/6/2007 



Comments welcome. Thank you. 




. (U) Let me know how it goes. 



9/6/2007 


Page .4 of 10 


(S) 

bl 


b2 

b6 

b7C 


b6 

b7C 



(S) 


bl 


b6 

b7C 




Message 


Page 5 of 10 


Subject: RE: Possible Threat information 

SFCRET/JORCnN NOFORM 

record! 


b 2 


hlA 


1 1 

Intelligence Analyst 
FBIHQ 

CTD/ITOS l/CONUS IV b2 

— 1 b6 

blC 


Or 

From: 

Sent; 



UVedne«vla\/. Sentpmher 14. 

3T: 

on 

ToJ 

SuDje 

«: Kb: Possible 1 hreat informal 


■b6 

b7C 


SECRET//ORCON.NOFORN 
RECORDl b2 

Thanks f" H ~he EC looks great... I don’t see any changes to be made, so go j^ c 
ahead and send it up. I will proceed with the EC copy that I have. 


b2 

b7E 

b7A 


We appreciate the opportunity to assist you in this matter... please don't 
hesitate to call if you need anything additional. 


SSA, Cryptographic and Electronic Analysis Unit 
Operational Technology Division 
Engineering Research Facility 


Or iginal Message 

Fromil 


Sent: Wednesday. September 14. 2QQ5 ^38 PM 
To: | 

Subject: RE: Possible Threat information 


SECRET//9fiCON.NOFORN 
RECORO| 


b2 


This what you need? It's a draft so suggest changes.. 


b6 

b7C 

b2 


b6 

b7C 


9/6/2007 






Page 6 of 10 


Message 




Intelligence Analyst 
FBIHQ 

CTD/ITOS l/CONUS IV 


rV jninal M«<anp- 

FPom:L 


Se nt: Wednesday, September 14, 2 

To: 

Cc: 


005 11:11 AM 


Subject: RE: Possible Threat information 


SE CRET//QRCQJMJNOFQRN 
R ECORD! b 2 


b6 

b7C 

b2 


b6 

b7C 



b2 

b6 

b7C 

b7A 


b6 

b7C 


Orininfll-Me^saan 

Fromq 

Sent:,,, Wednesday. September .1A 


Subject: FW: Possible Threat information 

$EC RET // .QR CQ N.N. OFQ RN 
RECOR D ] 1 b2 


2005 10:48 AM 




ssa[ 


Cryptologic & Electronic Analysis Unit 

Digitial Evidence Section, Operational Technology Division 

Quantico. VA 


Secure voice 


b2 

b6 

b7C 


9/6/2007 






Message 




Page 7 of 10 


|secure fax 

— Original Message — 

From:|_ 


Sent: TygsfoY, September 13, iSQQS 
To: 

Cc: 


5:42 PM 


Subject: FW: Possible Threat information 


b2 


b6 

b7C 


SECRET// QRCQN.N PFQRN 
RECOR 


^QRCON.Np f 


b2 


It came up today but i didn't have the answer: any chance 
of searching for steganography, etc? Thanks. 


b6 

b7C 


Intelligence Analyst 
FBIHQ 

CTD/ITOS l/CONUS IV 


LX-1 


Original Message 

From: 

Se 
To 




;n^L Tuest 


QM 




Subject: FW: Possible Threat information 


b2 

b6 

b7C 


be 

b7C 


SECRET//QRCON.NQFORN 

RECORD! 1 b2 



bl 



b7E 

b7A 


"S6SRCT 


intelligence Analyst 
FBIHQ 

CTD/ITOS l/CONUS IV 
LX-1 



b2 

b6 

b7C 


9/6/2007 
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Subject: Possible Threat information 

SECRET//ORCON.NOFORN 
RECORDl I ^2 


^dereiSj 


is the threat infor mation that was posted or 
"jThe case file fort ~lisl 



The case agent fo( 
information was de 
J Cj J -sensitive position! 


j 1/CONUS 4 SSA 
for dissemination of 


ireai imormatK 


Following is the posting: 



9/6/2007 







Message 


Beef®; 


Page 9 of 10 


P E R1V 5 Q-EB. QM; 0 -3-FB1 Classifies 

dated 1/97. Foreign Counterintellii 

pecla$ sjec atiq n_ex emptio^i 

SECRET//ORCON.NOFQRN 


;ion guide 0-3, 
nee Investigations 


DERIVED FROM: G-3 FBI Classification Guide G-3. 
dated 1/97. Foreign Countermte Mi gence Investigations 
DECLASSIFICATION EXEM P TION 1 
SECRET//ORCON.NOFORI 


DERIVED FROM: G-3 F£ l Clas sification G uide G-3. 
dabd 1/97, Foreign Counterintelligence Investigations 
DECLASSIFICATION /EXEMPTION 1 
SEC RET//ORCON.NOF ORN 


DERIVEb FROM/ G-3 FBI Cl a ssifica tion Guide G-3. 
dated 1/9V. Foreign Counterintelligence Investigations 
P_EC LA S SJ.E | C A T 10 N_EX E M P T I O N 1 
SE CRET//Q R OON.NOFQRN 


DERIVED FROM/G-3\FBI Classification Guide G-3. dated 1/97. 
Foreign Count e/lntell fgen ce Investigation s 


DECLASSIFIED 


(TION 
»N,N0F( 


EMP TIQN1 
!RN 


DERIVED FROM/ G-3 FBI Classification Guide G-3. dated 1/97 r 
Foreign Counte/in t elligenc e Investigations 
DECLASSIFICATION E XE MPTION 
SECRET//ORQON.NOFORN 


DERIVED FROM/ G-3 FBI Classification GuideN 
Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SE C RET//O RQ ON.NOFORN 


»-3. dated 1/97. Foreign 


DERIVED FROM/G-3 FBI Classification Guide G-3. dated 1) 
Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 

;ret//orcon.noforn 


>7. Foreign 


9/6/2007 



Message 


"SE8KE I 
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DgRlVEP FRO M ; Q-3 FBI Clarifica tion Q#de <3- 3 , dated 1 / 97, Foreig n 
Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET//ORCON.NOFORN 


DERIVED FROM: G-3 FBI Classifi( 
Co a nte rin telligence Investigation; 
DECLASSIFY ON: 20300926 
SECRET//ORC ON.NO FOR N 


DERIVEDFROM: G-3 FBI i Ossification Guide G-3 f dated 1/97. Foreion 
C ounterintelli gen ce I n ves qations 
DECLASSIFY ON: 20300^ & 

SECRET//O^CON.NOFQ R I 



tion Guide G-3 f dated 1/97 f Foreign 


DERIVED FROM: G-3 F 
Investigations 
DECLASSIFY ON: 2030' 
SECRET//ORCON.NOF 


DERIVED FROM: G-3 FB 
Investigations 
DECLASSIFY ON; 20300926 
SECRET//ORCON.NOFORN 


DERIVED FRO M: 
Investigations 
DECLASSI FY ON : 20300926 
SECRET//OROON.NOFORN 


DERIVED FROM^ G-3 FBI Classification Gu ide G-3. dated 1) 
DECLASSIFY OfN: 20300926 
SECRET//ORCoN.NOFORN^ 


lassification Guide G-3. dated 1/97, Fo rei gn Counterintelligence 


Gui de G-3, dated 1/97. Foreign Cou nte rintelligence 


G-3. dated 1/97. Foreign Counterintelligence 


7, Foreign Counterintelligence Investigations 


9/6/2007 




(Rev. 01-31-2003) 


SECRET /ORCON/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 


Precedence : PRIORITY 


Date: \ 09/14/2005 


( 0 ) 


(U) 


(S) 


To: Operational Technology 

Phoenix 


Attn: CEAC 

Attn: SSA 

SA 

SA 


From: Counterterrorism 

ITOS I/CONUS IV/Team 16 

Contact : 


IA 


Approved By: 
Drafted By: 


ajm 


b6 

b7C 


b6 

b7C 

b2 



bl 



(U) Reference : 

i i ssa 


Electronic mail communication between SSA |_ 
and Ia| Ion 09/14/2005. 


b6 

b7C 


Administrative: f 


j 


(a) Enclosure (s) ; 


b7A 

b6 

b7C 


SECRET /ORCON/NOFORN 


DATE: 10-27-2008 

CLASSIFIED BY 60322UC/LP/STP/gj g 
PEAS ON: 1.4 (C) 

DECLASSIFY OH: 10-27-2033 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOT® OTHERWISE 












secret/orcon/noforn 


To: 

Re: 



a±-LnnaJ Tenhnnl ogy From: Counterterrorism 


09 / 14/2005 


b2 


LEAD (s) : 

Set Lead 1: (Action) 

OPERATIONAL TECHNOLOGY 
AT QUANT I CO, VA 

- <S) 

bl 

Set Lead 2: (Info) 

PHOENIX 

AT PHOENIX, AZ 

(U) Read and clear. 


♦♦ 


SECRET/ORCON/NOFORN 


3 





Message 
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From: I I b6 

1 I ; b7 , 

Sent: Wednesday, August 24, 2005 1:14 PM 


To: 

Cc: 


Subject: REj 


b2 

hlE 


NON-RECORD 


b2 

b7E 




a conference call or VTC with | [ group describing the tool and its application would be educational, be 
could we do that some afternoon? b7c 


PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL. 


Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facilit y 

b2 

be 

b7C 


O riginal Message 

From d 1 

n es cj.a y , 

Tod 


Subject: RE:| | bT" 

b7E 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

b7C 


I still think that use of ! l is consensual monitoring withoyt need for process; in my mind, no 

different than sitting in a chat room and tracking participants' on/off times; or for that matter sitting on P2P 
networks and finding out who is offering KP. That said, I will try to contort my mind into a different position 
if you still think otherwise. 


Or iginal Message 

From:] ~~™~ 

Sent: Tuesday, August 23, 2005 6:59 PM 


9/6/2007 


ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 10-27-2008 BY 60322UC/LP/STP/gj g 




Message 
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I still think that use ot | p s consensual monitoring without need for process; in my mind, no different 

than sitting in a chat room and tracking participants' on/off times; or for that matter sitting on P2P networks and 
finding out who is offering KP. That said, I will try to contort my mind into a different position if you still think 
otherwise. 
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O riginal Message — 

From q 1 

Se nt: Tuesday, August 23, 2005 12:15 PM 


Wl! I 

Subject: RE: 


SENSITIVE BUT pNCfcASStBgtr 
NON-RECORD 


b6 

b 7 C 


b2 

b 7 E 


b6 

b 7 C 


Thanks for filling me in. I surely agree that the OTD/CyD tool development issue needs to be 
squarely addressed by the Divisions for this and every other reason. To the extent MIOG already 
covers it, and the Divisions agree, all the better. The good news is that I have reason to believe 
that STAS Is going to discuss this with OTD. If they don't please let me know. 


Original Message- 

From:[ 

Sent; 


uesaav. annua zz zms nnzaM 


To: 

Cc: 

Subject: FW: 


SENSITIVE BUT UN CD^S SjEtEp' 
NON-RECORD 



b6 

b 7 C 


b 2 

b 7 E 


As you can see below, CEAU got hot over STAS involvement in the development of a 
collection tool. We’ll see how this olays out but from our standpoint I'd like tojnaRe one 
observation. \ 


b2 

b 7 E 


ps when did you get back to your office? Will you be in this afternoon? I need to speak to 
you about a matter that may be of interest to you. 


9/6/2007 


b6 

b7C 
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Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Rnmaii nf Investigation, 


Or iginal Message — 

Froiw; f 

Se nt; Tuesday, August 23, 2005 10:18 AM 

To: | " 

Subject: ReJ I i >2 

1 1 b 7 E 

SENSITIVE BUT OgCtASSiEtEP^ 

NON-RECORD 


Per MIOG, tpc. hniral mllartinns. innlndinn thnsp nonriunteri via the Internet are an OTP 
mission area_ _ 


b2 

b7E 


Ias a remind er to those who feeT 



Look forward to STAS sending the tool to OTD for control and deployment when requested 
by the field. Not bad when we can expand our technical collection tool box without having 
to expend any OTD resources. Sounds like this particular unit of STAS, or at least the 
human and financial resources involved with developing technical collection products, needs 
to be re-assigned to OTD. 


In closing and to re-iterate - this situation needs to be addressed as soon as possible. 


ssa| 

Cryptologic a. Electronic Analysis Unit 
Oigitial Evidence Section, Operational Technology Division 
Quantico, VA 


Ori ginal Message 

From: | j 

Se nt: frignaav, August n, 2 UU 0 4 :wVm 

Jo j 

Subject: FW: | 

SENS ITIV E BU T 
NON-RECORD 


b2 

b7E 


b2 

b6 

b7C 


b6 

b7C 
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Forwarded for your information. You'!! need to start at the bottom and work up. Is this 
new information? 




9/6/2007 
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Message 


X 


Let me know if I can answer any more questions on this. 





9/6/2007 
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E 
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| k sked me to request a written 
opinion from OGC regarding legal 
authority requir ed to use a recently 
developed tool, f 





Please let me know what additional 
information you need. 


9/6/2007 
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SENSITIVE 
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From: | 

Sent: — Wednesday April Qfi Pflflfi 4 45 PM 
To: 

Subject: RE: Follow-up: FW: Heads-up on possibly important FISA matter 

SENSITIVE BUT UNCLASSIFIED 
NQN-RECORD 


b6 

b7C 


Wow. 

OK, Thanks. Keep me apprised. 


PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL 


Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facili ty 

I " _ 1 b7C 


Orjqinai-te.Sflfl.S- — 

From| I 

Se nt; Wednesday, April 06, zqo$ 3:15 PM b6 

To; l I b7C 

Subject: Follow-up: FW: Heads-up on possibly important FISA matter 

SENSITIVE P ULJJ.N-Q LASSIFIEP . 

NQN-RECOBB 

According to the case agent this will continue to run as a criminal investigation. 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 

PhoneJ r 

Fax A 


Or iginal Message 

From:| 

Sent: 


Tot 


Wednesday . 'Apr if U5.' ZOOS"! :25 PM 


3. 


Subject: Heads-up on possibly important FISA matter 


b2 

b6 

b7C 
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S E NSI TIVE BUT UNCLASSIFIED 
NQN-RECQ RP 


be 

b7C 

1 extracted the following from my daily work log (today) for your information. It could become important so 
heads-up: 


b7A 
to 2 
tolE 


"Discussion with case agent, AT, regarding request for use of IPAV.I 


Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Feder al Bureau of Inves tigation 
Pho ne! I 


b2 

b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


9/6/2007 




ALL INFORMATION CONTAINED . ; " : \ 

HEREIN- Iff UNCLASSIFIED ' ' • • ' ' • . ; 

DATE 10-24-2008 BY 6032 2UC/LP./STP/gjg - . - 

' WARNING 1 

Information attached to the cover sheet is U.S. Government Property.- if you are not the intended recipient of this 
information, disclosure, reproduction, distribution, or use of this information is prohibited (1 8.USC, § 641); Please notify the . 
originator or the local FBI Office immediately to arrange for proper disposition. 
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s 
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I l and l 1 if pos sible I wou ld like to discuss this matter with you. Also, we probably should get 
involved (in addition to | I sinc ^ fr iow is responsible for NSLB tech issues. 



b6 

b7C 


b6 

b7C 


b6 

b7C 



b7A 

b2 

b7E 


Those are my thoughts. Interesting stuff! 

b6 




FYI 
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DATE: 10-24-2008 
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Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 


b6 

b7C 

b2 


O riginal Me<reanp- 

From 


Sent: Tuesday, March 01, 2005 4:18 P 

To: f 

Cc:[ 


(XJ) Subject: (8$. Re Case # [ 


SECRET _ 

moo r b[ 


b 6 
b7C 


b6 

b7C 


I received my copy of EC cited above on Frida y but haven’t had a chance before this to get an email 
off to you. Have vour received vour copy vet? P I 


I 


•iilFl 1T7T* Iw-i (4~'i ( 


j-— — ■ b2 

| While b7E 
jiat this is 
| Since be 

b7C 


the Title of the case is) [her p is oothlga else in the E 

anything but a general plan tor possible use i n thj I 

our meeting in McClean, the agent here. SSAj Rwho drafted the proposal), has not 

received any more information from CTD or even any pnone calls. We're not sure if this 
investigation is continuing or not. I'm assuming u ntil told otherwise that this is a general plan for use 


The EC asks OGC (NSLB and STLU) to evaluate the proposal regarding legal concerns... here is 
what I know about the proposal: 


(S) 

hi 


(S) 

/ bl 



(S) 

bl 


9/6/2007 
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Sorry for rambling, lots on my mind, but I wanted to tell you the rest of the story so that the EC might 
make more sense to you. Please let me know your thoughts. If we need to get together it is 
possible. 



asfc+toti on G u # ^^ atgd ^/9 7TFpre^ Cj^nigripMiigen^ 


DE CLASS! 
SECRET 



b6 

b7C 



. Foreign Counte ri ntelligenc e 


Investiga tions 
DECLA 
SECRET 


DERIVED FROM- O 3 HHI 'Maynt irntivn O i nrt f 0 1 da te d 1f°7 F- .f < O mmii.i i i Tt m it gence Investigations 
PEC L ASS^y^ Nb^m^ — — 

SECRET 


9/6/2007 
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From: ~~ ”™‘“ ~ 

Sent: Tuesday, March 01 , 2005 8:27 AM 

To: | 

Subject: FISA Definitions 


RECORD 315 


b6 

b7C 


b6 

b7C 


Qrininal Morcana. 

From 


Se nt: Monday, February 28. 2005 1 1:56 AM 

T°[ 


Subject: FW: Court comments on technique submission 



RECORDS 5 


b 6 
b7C 


I received this from Mr. DiClemente. 

□ 


Original Message 

From: DICLEMENTE, ANTHONY P. (ITD) (FBI) 
SeptLMnndav. Ffthruarv ?fl. 7005 11:24 jftM 

Subject: FW: Court comments on technique submission 


b6 

b7C 


b6 

b7C 



Attached is the latest copy I have. 

Anthony P. DiClemente 
Chief, Digital Evidence Section 
Investigative Tech noloov Division 


be 

b7C 


b2 


Ori ginal Message 

From: | 

Se nt: Monday December 06. 2004 11:34 AM 

To:[ 1 


p. f rrpi fFBn 

<*= 1 

Subject: RE: Court comments on technique submission 




, Zl b6 

} DICLEMENTE, ANTHONY b7c 

DATE: 10-24-2008 
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SECRET 
RECORD 315 

|1 wasn't sure if you had received this yet. I will be out of the office this afternoon, but will be back in 
tomorrow morning. Thanks. I I 


O riginal Messaqe- 

From( 

ST 


iiTJTTSnWiEEirn 


aerQ2. 20 01 


i 


tiuiltiiU 


G 

Cc 

Subject: RE: Court comments on technique submission 




SECRET 
RECORD 315 


b6 

b7C 


As I begin to work through this comments it became apparent that I don’ t hava a co py of the actual 


l 


is out until Monday, 


techniques affidavit that you all discussed with the Court. Unfortunately 
so in order that we may all be working off the same sheet of music, woulb you So kind to forward to the 
group a copy of the document that generated the below comments. 

thanks. _ 


b6 

b7C 


Or ginal Messaqe- 

From: 


Se nt: Thursday, December 02. 2004 fj:2Q AM 

Toi l 


b6 

t>7C 


(FBI); DICLEMEWTE, ANTHONY P.TTTO) (FBI) 

Subject: FW: Court comments on technique submission 


S ECRET 
RECORD 31 S 

Would you all take a look at these comments from the FISC (you can ignore numbers 1 and 9) and 
let me know your thoughts on them? I will be back in the office on Monday. We are still trying to b 6 
have these filed by next week. If there are questions that r.annn{ be answered the way the Court is b7c 
suggesting, please let me know that as well. Thanks. [ 

— Original Message — , 

From: 


Se nt: Wednesday, December 01. 2004 6:56 PM 


To: 

Cc: 

Subject: Court comments on technique submission 


b6 

b7C 


SECRET 
RECORD 315 


1 


nd I have met with the Court and got their comments and suggestions on the technique b6 
Although the comments were numerous, many of these things should be able to be b 7 C 


mas 

answered fairly easily: 
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(S) 


bl 
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Set Lead 1 : (Action) 


INVESTIGATIVE TECHNOLOGY 
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Set Lead 2 : (Action) 


CYBER 


AT WASHINGTON, DC 


• (33 . A : requ est is made for the Cvber, Division. Cvber. 

Operations Unit (COU) I I 


i'bi LUitutJi i yquus Letr- lu uuuxTixiid uti w r hi wfe 11 " in v es l±Lj at ive • 
Technologies Division, Cryptographic and Electronic Analysis 
Unit (CEAU) during development. Specifics regarding the. tool' 
or technique are generally outlined in this communication but 
are left ; to the. imagination and , ingenuity of the developers 
Questi ons regarding the- development eff ort should, be directed 
to SSA | |1 

Set Lead 3: (Information). •• 

■ • GENERAL COUNSEL . 


AT WASHINGTON, DC- 


SECRET 
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